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Suspect ad network leads to PDF exploit








This was picked up from an ad apparently running on grooveshark.com



An ad from ad.technoratimedia.com loads an ad from ad.yieldmanager.com.. so far, pretty normal.



The next step is:

ads.bootcampmedia.com/servlet/ajrotator/790744/0/vh?ajecscp=1254835789307&z=BootCamp&dim=335848



This domain is protected by DomainsByProxy, registered in December 2007 and is hosted 208.113.133.105.



The site has the following contact details:

Address



Bootcamp Media

121 Wyndham St. N.

Suite 202

Guelph, Ontario, Canada

N1H 4E9

Phone



1-519-515-0094

Fax



1-519-515-0151




Bootcampmedia.com has a near-zero profile, but it may well be a legitimate company.



After this, the visitor starts to go well off the beaten track. The next hop is traffic.firedogred.com/content?campaign=1219131&sz=2



firedogred.com is registered to:



Registrant:

Domain Owner

15156 SW 5th

Scottsdale, Arizona 85260

United States



Registered through: GoDaddy.com, Inc. (http://www.godaddy.com)

Domain Name: FIREDOGRED.COM

Created on: 15-Sep-09

Expires on: 15-Sep-10

Last Updated on: 15-Sep-09



Administrative Contact:

Owner, Domain  trafficbuyer@gmail.com

15156 SW 5th

Scottsdale, Arizona 85260

United States

(800) 555-1212      Fax --



Technical Contact:

Owner, Domain  trafficbuyer@gmail.com

15156 SW 5th

Scottsdale, Arizona 85260

United States

(800) 555-1212      Fax --




That email address of trafficbuyer@gmail.com is well known. The subdomain traffic.firedogred.com is dual-homed on 207.57.97.233 and 161.58.56.25 (both NTT America, Inc).



The next hop is show.sheathssubtotal.info/rotate?m=3;b=2;c=0;z=406377



sheathssubtotal.info was regisitered on 17th September with the same "trafficbuyer@gmail.com" contact details as firedogred.com.



show.sheathssubtotal.info is dual homed on 140.174.93.100, 161.58.192.228 (both NTT America, Inc).



Yet another hop, this time to content.neighbanner882.info/track/3388081/S_SE?{munged}



neighbanner882.info was created on 7th August 2009, registered to trafficbuyer@gmail.com (again). content.neighbanner882.info is hosted on 69.164.196.55 at some outfit called Linode.



Yet another hop, this time to winckag.com which is currently down but was hosted on 89.149.251.71 (Netdirekt E.k) who are pretty well known for hosting bad sites (but they may well have nuked this one already, and if so.. well done!)



The owners of winckag.com have something to hide..



Registrant:

Contactprivacy.com

96 Mowat Ave

Toronto, ON M6K 3M1

CA



Domain name: WINCKAG.COM





Administrative Contact:

contactprivacy.com,   winckag.com@contactprivacy.com

96 Mowat Ave

Toronto, ON M6K 3M1

CA

+1.4165385457

Technical Contact:

contactprivacy.com,   winckag.com@contactprivacy.com

96 Mowat Ave

Toronto, ON M6K 3M1

CA

+1.4165385457





Registration Service Provider:

domainsnext.com, Sales@DomainsNext.com

+1.9494979623

This company may be contacted for domain login/passwords,

DNS/Nameserver changes, and general domain support questions.





Registrar of Record: TUCOWS, INC.

Record last updated on 04-Oct-2009.

Record expires on 04-Oct-2010.

Record created on 04-Oct-2009.



Registrar Domain Name Help Center:

http://domainhelp.tucows.com



Domain servers in listed order:

NS1.WINCKAG.COM   200.63.45.62

NS2.WINCKAG.COM   200.63.45.62




This loads an image from img.sheathssubtotal.info/120x600/54019.gif multihomed on 174.143.241.174, 174.143.243.90, 174.143.243.162 (some sort of cloud hosting) and then loads the following:

winckag.com/base/data/p29.php

winckag.com/base/data/vou.png



Those nameservers on 200.63.45.62 are interesting, that's PanamaServer.com who are well known for supporting malware.



Finally, winckag.com appears to try to load a Troj/PDFJs-DY trojan onto the victim's machine.



You should certainly avoid ads running on firedogred.com, sheathssubtotal.info, neighbanner882.info, winckag.com or any domain registered to trafficbuyer@gmail.com. Make up your own mind about Boot Camp Media - these small ad networks are very often targeted by the bad guys, but they really need to get their act together.
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Malware spam: "Attached Doc" / "Attached Image" / "Attached Document" / "Attached File"
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Swisscoin [SIC] cryptocurrency spam
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"Best porno ever" Necurs spam

  This spam (apparently from the Necurs botnet) promises much, but seems not to deliver.    From:    Susanne@victimdomain.tld [Susanne@victi...






	







"Central Intelligence Agency - Case #79238516" extortion spam

  I've seen various extortion spams over the past 12 months or so, but this one has a particularly vicious twist.   If you haven't s...






	







Phishing and fraudulent sites hosted on 188.241.58.60 (Qhoster)

  Nigerian registrants. Dodgy Eastern European  host offering bulletproof and anonymous hosting. Yup, I very much doubt there is anything le...






	







Malware spam: "Your Sage subscription invoice is ready" / noreply@sagetop.com

  This fake Sage invoice leads to Locky ransomware. Quite why Sage are picked on so much  by the bad guys is a bit of a mystery.    Subject ...
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