































































































Dynamoo's Blog






Malware, spam, scams and random stuff, by Conrad Longmore.



































Link List


	Blogger.com
	Dynamoo's Blog
	Dynamoo.com
	Get Updates on Twitter





















































































































Sponsored by..













          
        
Thursday 3 March 2016


          
        






















Malware spam: "FreePDF: 1922110025984.doc" / "Worrall, Antony" [Ant.Worrall@cmco.eu]








This fake financial spam has a malicious attachment.






From     "Worrall, Antony" [Ant.Worrall@cmco.eu]
Date     Thu, 03 Mar 2016 14:25:14 +0430
Subject     FreePDF: 1922110025984.doc 








140 Years of Innovation. Lifting.
Positioning. Securing. Safely.



Atached is a randomly-named file that matches the reference in the subject. The payload appears to be the Dridex banking trojan, as seen in this earlier spam run.
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Malware spam: "Attached Doc" / "Attached Image" / "Attached Document" / "Attached File"

  This fake document scan email appears to come from within the victim's own domain, but it doesn't. Instead it is a simple forgery ...






	

Websites owned by Philip John Sabin and associated companies

Apropos of nothing, all these websites are hosted on 212.230.207.100 to 213.230.207.109 (Netcalibre, UK) and appear to be owned and controll...






	







Updated 3NT Solutions LLP / inferno.name / V3Servers.net IP ranges (2021 edition)

It's been about a zillion years (well, OK it was 2017) when I last published a list of IPs belonging to 3NT Solutions LLP that you proba...






	

New Traffic Light Protocol (TLP) levels for 2018

The Traffic Light Protocol  should be familiar to anyone working with sensitive data, with levels RED, AMBER, GREEN and WHITE being used to ...






	







Evil networks to block 2016-04-11

  I realise it has been a while since my last list of bad networks  you might want to block. Hopefully in the next couple of days I will hav...






	







Swisscoin [SIC] cryptocurrency spam

  Swisscoin is a fairly low-volume self-styled cryptocurrency that has been the target of a Necurs-based spam run starting on Saturday 13th ...






	







"Best porno ever" Necurs spam

  This spam (apparently from the Necurs botnet) promises much, but seems not to deliver.    From:    Susanne@victimdomain.tld [Susanne@victi...






	







"Central Intelligence Agency - Case #79238516" extortion spam

  I've seen various extortion spams over the past 12 months or so, but this one has a particularly vicious twist.   If you haven't s...






	







Phishing and fraudulent sites hosted on 188.241.58.60 (Qhoster)

  Nigerian registrants. Dodgy Eastern European  host offering bulletproof and anonymous hosting. Yup, I very much doubt there is anything le...






	







Malware spam: "Your Sage subscription invoice is ready" / noreply@sagetop.com

  This fake Sage invoice leads to Locky ransomware. Quite why Sage are picked on so much  by the bad guys is a bit of a mystery.    Subject ...
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